Can you trust
scanners?

Matéj Smycka



Different use-cases

» Asset discovery
» Bug bounty

* Red teaming & penetration tests



Stage 1: Host discovery

nmap 10.16.63.0/24

ubuntu@pentest0ol:~% nmap 10.16.63.186

Starting Nmap 7.945VN ( https://nmap.org ) at 2026-01-29 14:10 CET

Mote: Host seems down. If it is really up, but blocking our ping probes, try -Pn
Nmap done: 1 IP address (@ hosts up) scanned in 3.04 seconds

ubuntu@pentest0l:~$ |]

 ICMP a nmap -Pn

* Ping does not work? TCP, UDP, ARP discovery

e Arbitrary scopes of port scanners
+ Nmap top 1000
+ Masscan explicit

+ Naabu top 100



Stage 2: Open ports

« TCP SYN Scan - Raw sockets

« TCP Connect scan

* ICMP is used for UDP scanning

* Is the service really running on the port?

* nmap-service lookup
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ubuntu@pentestol:~% nmap 10.16.63.186 -Pn
Starting Nmap 7.945V¥N ( https://nmap.org ) at 2026-01-29 14:36 CET
Nmap scan report for 10.16.63.186

Host is up (0.0011s latency).

Not shown: 998 filtered tcp ports (no-response)

PORT STATE SERVICE

7000/tcp open afs3-fileserver

8001/tcp open vcom-tunnel

L ] = e S N E B e L N e e Y T A L L L L ¥

—_ —— —— - e e T e

63 ssh 22/udp ©.603985 # Secure Shell Login

64 telnet 23/tcp B.221265

65 telnet 23/udp 0.886211

66 priv-mail 24/tcp 0.801154 # any private mail system
67 priv-mail 24/udp 0.800329 # any private mail system
68 smtp 25/tcp 9.131314 # S5imple Mail Transfer



Stage 3: Service enumeration

# Windows 2808 Server
# Windows 28@@ Advanced Server

* NMap -sV # Windows XP Professional
match ms-wbt-server m|A\x@3%0\0\x0b\x@6\xd@\0\@4x12.0%|s p/Microsoft Terminal Service/
match ms-wbt-server m|A\x@3V0V0\x17\x@8\xB2V0\@Z~\2\x0b\x@5\ x@58\ x D6\ \ x@8 \ xI1J\B \ xD2XS |
match ms-wbt-server m|A\x@3V0V@\x11\x@8\x02. . }\x@B8\x@3\@\0\ xdf\x14\x@1\x@1% |5 p/Microsof
match ms-wbt-server m| A\ xB3V0\E\xOD\x@6\xd@\B B \xB3 .05 |5 p/MicTosoft NetMeeting Remote

thuntu@pentest01:~% sudo nmap 10.16.63.186 -Pn -sV
starting Nmap 7.945SVN ( https://nmap.org ) at 2026-01-29 14:46 CET
e . stats: 0:02:43 elapsed; 0 hosts completed (1 up), 1 undergoing Service Scan
® F)r()t()(:()I'ESF)EB()'f'(: k)Eif]f]EBF SJFG&[)[)IT]SJ service scan Timing: About 50.00% done; ETC: 14:51 (0:01:39 remaining)
dmap scan report for 10.16.63.186
. iost is up (0.0017s latency).
o Banner grabb"']g lot shown: 998 filtered tcp ports (no-response)
ORT STATE SERVICE VERSION
fo00/tcp open ssl/afs3-fileserver?
3001/tcp open ssl/vcom-tunnel?
L service unrecognized despite returning data. ITf you know the service/versi

PORT STATE SERVICE VERSION SF-POrt7000-TCP:V=7.94SVNST=SSL%I=7%D=1/295T ime=697B651C%P=x86_64-pc-Linux
22/tcp open ssh OpenSSH 9.2p1 Debian 2+debl2u7 (protocol 2.0) 5F:-gnussr(NULL, 1B, "\0\0\x12\x04\0\0\0\010\0\x04\0\x 1001010\ x05\0\0@\010\x
Service Info: DS: Li - CPE: cpe:/o:li i . 1 . 3F:06\x01\0\0\0" )%r (GenericLines, 1B, "\0\0\x12\x04\010\0\0\0\0\x04\0\x 10\ 0\
UL e » Llnux; : cpe:/o:linux: Linux_kerne 5F:0\0\x05\0\0@\010\x06\x01\0\0\0" )%r (RTSPRequest, 1B, "\0\0\x12\x04\0\0\0\0

SEANONOAXO4\0\x10N\0N\ 0\ 0%\ x05 0\ 0@\ 0\ 0\ Xx06\Xx01,\040%0" )%r(RPCCheck, 1B, "\0\0\X
SF:127\x04\04\0\0\0\0\0\ X040\ x 10400\ 0\ Xx05\0\ 0@\ 0,0\ x06\x01\0\0\0" )%r ( DNSVe
5F:rsionBindReqTCP, 1B, "\04\0\x12}\x04\040\0\0\ 040\ x04\0x10%0\0\0\x05\0\0@\0
SF:\OAX06\X01\0\0\0" )% (DNSStatusRequestTCP, 1B, "\0\0\x12\x04\ 04040\ 00\ 0\ X
SF:04\0\x 1040\ 0\0\x05\0%\0@\0\0\x06\Xx01\0\0\0" )%r({S5LSessionReq, 1B, "\0\04\x1
SF:2A\x040\00\040\0\0\0\ X040 X 10400} 0\ X050\ 0@\ 040\ Xx06\Xx01\0\0\0" )%r( Termin
5F:alServerCookie, 1B, "\0\0\x12\x04,0%0%040\0\0\x040%x10%0%0\0\x050\0@\ 0\
SF:0\x06\x0140\040" )%r(TLSSesslonReq, 1B, "\0\0\x12\x04\0\ 040\ 0,040\ x04\,0\x
IFE-MY MY MY @Y AR MY MAY AN AL vAARY vAIAAVAA A" A r{ Kerharne 1R V@A@Y w120 wvMAN MY MY @



Some pitfalls

« Only top N protocols and ICMP prescan
« Masscan -banners

« Nuclei and httpx http(s) probing
o Different site on 80 and 443
o Different sites on https and http on same port

o Non default ports

ubuntu@kaustav-scanner:~$ nuclei --target 147. W .42:8080 -t http/exposures/apis/traefik-api-enabled.yaml

cimthinknad-t14 o sofcfi—tela)
for:_ pN/hifpefe /mastyr/ did\joy
VAV AN AV AV v A S Ay B A |
IS N N SN/ v3.4.10

projectdiscovery.io

] Current nuclei version: v3.4.10 (latest)

] Current nuclei-templates version: v10.2.8 (latest)

] New templates added in latest release: 114

] Templates loaded for current scan: 1

] Executing 1 signed templates from projectdiscovery/nuclei-templates
] Targets loaded for current scan: 1

] Running httpx on input host

] Found 1 URL from httpx

Scan completed in 25.60707ms. No results found.
buntu@kaustav-scanner:~$ nuclei --target http://147.
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.42:8080 -t http/exposures/apis/traefik-api-enabled.yaml

S BT ALY A S
SN S N

VAV Ay A A A A S A R

I SN N SN /7 v3.4.10

projectdiscovery.io

] Current nuclei version: v3.4.10 (latest)

] Current nuclei-templates version: v10.2.8 (latest)

] New templates added in latest release: 114

] Templates loaded for current scan: 1

] Executing 1 signed templates from projectdiscovery/nuclei-templates
Targets loaded for current scan: 1
traefik-api-enabled:rawdata] [ 1 [low] http://147
] Scan completed in 8.g§2ﬁiﬁms. 1 matches found.

—

2:8080/api/rawdata
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More pitfalls — vulnerability scans

« Each scanner has modules
« Exploits have bugs
« Exploits have hardcoded information

[#5]

=

http:
- raw:
-
POST fapifvl/auth/force-reset-password HTTP/1.1
Host: {{Hostnamel}}
Content-Type: application/json

oy

portrule = shortport.http

[==]

action = function(host, port)
local dirs = {
hexify("//etc/passwd"),

(=]

=x]

-- These don't get hexified because they are targeted at
-- specific known vulnerabilities.

hexify(string.zrep("../", 18) .. "etc/passwd"), 1 {"IsSysAdmin":"true",

hexify{string,rep[", AT, 18) .. "boot.ini”J, 7 "UldPassword":“L—latever",

hexify(string.rep("..\\", 1@) .. "boot.ini"}, - "Username" - "admin®

hexify("." .. string.rep("../", 18) .. "etc/passwd"), . = !

hexify(string.rep(™..\\/", 18) .. "etc\\/passwd"), 4 "NewPassword":"{{password}}",

hexify(string.rep("..\\", 18) .. "etc\\passwd"), 5 "ConfirmPassword": "{{password}}"}
G

matchers-condition: and
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--miniwebsvr ¥ ] - t'-,;pe; word

"%C@.%Cl. /%@ .%o, SHCP . KD . /HCD . BB, /%D . %ed. fboot.dini”, 8 part: body
'BCEN2eWBCR%2e /BCRIeRcBB2e /HCO%2e%cdN2e/HC@2e%c@¥i2e /boot . dnd ", . :

--Acritum Femitter Server 41 words:

WO %2F. %2, %2, %2fboot.ind% L./, a2 - ""success":true’

--zervit Web Server and several others 43

- - 'debugInfo’
"index . html?../../../../. . fboot.ini’', .
R a4 condition: and



Takeaways

Always know if you want complete or "good enough" picture

Read the docs

Read exploits

Run port scanners with sudo



@matejsmycka

Any questions?
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