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Different use-cases

• Asset discovery

• Bug bounty

• Red teaming & penetration tests

• …

2



Stage 1: Host discovery

• nmap 10.16.63.0/24

• ICMP a nmap –Pn

• Ping does not work? TCP, UDP, ARP discovery 

• Arbitrary scopes of port scanners

+ Nmap top 1000

+ Masscan explicit

+ Naabu top 100
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Stage 2: Open ports

• TCP SYN Scan – Raw sockets

• TCP Connect scan 

• ICMP is used for UDP scanning

• Is the service really running on the port?

• nmap-service lookup
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Stage 3: Service enumeration

• nmap –sV

• Protocol-specific banner grabbing

• Banner grabbing
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Some pitfalls

• Only top N protocols and ICMP prescan

• Masscan –banners

• Nuclei and httpx http(s) probing

o Different site on 80 and 443

o Different sites on https and http on same port

o Non default ports
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More pitfalls – vulnerability scans
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• Each scanner has modules
• Exploits have bugs
• Exploits have hardcoded information
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Takeaways

• Always know if you want complete or "good enough" picture

• Read the docs

• Read exploits

• Run port scanners with sudo
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Any questions?

@matejsmycka
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