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Whoami

• Vulnerability management at CSIRT-MU
• Studying at FI MU – Software Engineering
• Thesis on writing templates for Nuclei



Motivation

• Sensitive data exfiltration
• Monetary damages/DOS
• Lateral movement
• Botnets
• ...



HTTP Interface

• Default credentials 
• View job history, often includes document names which leak 

sensitive information
• Look for exposed SMB, LDAP, FTP credentials
• Vendor specific configurations and settings that can be 

abused (export config, exposed serial numbers, resetting)



HTTP Interface - eSCL

• Ports (80,443,9050,631...)
• Perform scans over HTTP - /eSCL/ScannerCapabilities
• Information extraction



SNMP (161:UDP)

• Community strings (default is often "public" or "private") can be 
used to gain access to sensitive information

• Version 1 and 2c leak a lot of information about the printer
• SNMPv3 is more secure but can help to identify the printer model 

and firmware version
• Restart/Reset printer specified in Printer MIB (1.3.6.1.2.1.43)



JetDirect (9100:TCP)

• Raw printing
• PostScript, PJL and PCL
• Mostly port 9100, 9100-9110
• Sensitive port
• PRET (ls, cat, touch, reset, info ...)



Other ports

• LPD (515) Job manipulation 
• IPP (631) Same as LPD over HTTP
• Telnet (23)
• Vendor specific (50001 SOAP – Konica, 9050 eSCL -Kyocera)



Resources

• hacking-printers.net
• Rapid7 research 
• Tool PRET 
• Blog posts
• https://www.blackhat.com/docs/us-17/thursday/us-17-Mueller-

Exploiting-Network-Printers.pdf



Other devices



Any questions?
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